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- Console password

(password is compulsory to enter any mode)
router> enable
router# conf t
router(conf)# line console 0
router(conf-line)# password pwd
router(conf-line)# login (validates password)
router(conf-line)# exit
router(conf)# exit
router# wr
router# exit

router>

Privilege mode password
(password is compulsory to enter privilege mode)
router> enable
router# conf t
router(conf)# enable password/secret pwd (sets an encrypted/non encrypted password)
router(conf)# exit
router# wr
router# exit

router>

Auxiliary mode password
(password is compulsory to enter modem)
router> enable

router# conf t
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router(conf)# line aux 0

router(conf-line)# password pwd
router(conf-line)# login (validates password)
router(conf-line)# exit

router(conf)# exit

router# wr

router# exit

router>

Telnet password

(password is compulsory to access through telnet)
router> enable
router# conf t
router(conf)# line vty 0 4 (up to 5 users can access simultaneously through telnet)
router(conf-line)# password pwd
router(conf-line)# login (validates password)
router(conf-line)# exit
router(conf)# exit
router# wr
router# exit

router>
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